HOW TO ASSUME AN
ASSERTIVELY PROACTIVE
CYBERSECURITY
POSTURE FOR YOUR
ORGANIZATION
Intuitus Continuous Diagnostics & Automatic
Mitigation is a Substantial Improvement Over the
Status Quo
Abstract
Overwhelmed by Cybersecurity Threats? Hit the Easy Button for Protection!
Intuitus detects and thwarts cyber-attacks on your network proactively and
automatically. Unlike competitors, our Security Operations Center (SOC) as a service
with Managed Detection & Response (MDR) and Continuous Diagnostics & Automated
Mitigation (CDAM) is a fully self-contained solution to deploy automated defensegrade cybersecurity into your organization rapidly at a very affordable price. It even
comes with our highly-trained cyber-defense analysts to triage threats remotely, so
only threats that require action are brought to the attention of IT Security. In
continuous development by Boeing for over a decade, Intuitus technology is
protecting some of the US’s most vital assets today.
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Executive Summary
Intuitus Managed Detection and Response service, based on network security tools from The
Boeing Company, provides all the people, processes, and technology needed to detect and
prevent cybersecurity breaches at a cost affordable to even the smallest organizations.
Intuitus cybersecurity defense analysts and consultants can also provide comprehensive
support to set up incident response plans and in all matters relating to cybersecurity
governance, risk, and compliance.

Background
Despite hundreds of cybersecurity vendors and tools offering a plethora of sophisticated
solutions over the past few decades, a recent industry report pegs the potential cost of
cybercrimes for 2021 to be in the order of $6 Trillion.
Criminal enterprises and wellresourced state actors have found it
extremely simple and lucrative to
target vulnerable organizations for
shutdowns and ransomware attacks.
Even the most sophisticated firewalls
and network security management can
be thwarted by a determined actor on a
spear phishing mission. People are the
most vulnerable attack points in any
organization, and it is hard for even the
smartest executives to be fully vigilant
a hundred percent of the time on all
their communication media, despite
any amount and frequency of security
training. All it takes for a breach is one
small misstep, one non-malicious
keyclick, or an unrealized cyber
vulnerability that opened the door for a
threat actor to attack your network and FIGURE 1 – CYBERSECURITY KILL CHAIN AND
attendant systems with devastating
ADVANCED PERSISTENT THREATS
results.
As technology and networks get more complicated, it is becoming exponentially harder to
secure systems. Although there is an explosion of tools and vendors to help, the solutions
are often expensive, piecemeal, stitched-together, and require sophisticated and dedicated
employees racing around the clock to be even modestly effective against the attacks.
If you are running an IT security organization you probably find yourself outgunned and
understaffed when there is an ever-growing backlog of unaddressed threats. The persistent
firefighting mode causes burnout and turnover in staff that was trained for your environment
and tools; starting over with a new employee can also be very expensive in terms of
bringing them up to speed and delay in effectiveness.
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The Cybersecurity Kill Chain and Advanced
Persistent Threats
Organizations that have not yet been breached
cannot rest easy that they are secure. A
cybersecurity breach is not a one-and-done
event. It is a slow and deliberate process
performed by sophisticated actors, who go
through a process called a "kill chain" (see
Figure 1 – Cybersecurity Kill Chain and
Advanced Persistent Threats) by security
analysts. The net effect of the kill chain is that a
breached organization may not discover the
breach until it is too late unless they are extremely vigilant or they have a means to disrupt
the kill chain.
In a situation where a huge backlog of unaddressed security alarms exists, a breach may
have already occurred, but the organization may not discover it for months or until it is too
late. This could happen even in an organization that has spent a lot of resources on setting
up their own security operations center, hired several competent resources, and in general
been mostly compliant with best practices in risk management. (It is not unusual for a new
customer of ours to discover such breaches early in our pilot implementation phase.)

How Old is Your Unaddressed Threat Backlog?
News headlines announcing ransomware payouts are quite commonplace these days.
Despite a huge variety of vendors and solutions, and a great emphasis on cybersecurity
over the past decade, according to Cybersecurity Ventures estimates, it takes an average of
279 days – more than 9 months – before a data breach is identified. This is likely in large
part due to the fact that for many security organizations, the unaddressed threat backlog is
an ever-growing list. Each tool they install generates hundreds of alerts every day and they
simply do not have the staffing to vet all the alerts generated, even though the truly serious
threats may be few and far between.
How do you go from having a 9-month (industry average) threat backlog to having a
proactive security posture quickly?
If you are running an IT security organization you probably find yourself outgunned and
understaffed with an ever-growing backlog of unaddressed threats. The persistent
firefighting mode causes burnout and turnover in staff that was trained for your environment
and tools; starting over with a new employee can also be very expensive in terms of
bringing them up to speed and delay in effectiveness.
Organizations that have not yet been breached cannot rest easy that they are secure. As
noted, a cybersecurity breach is a slow and deliberate process performed by sophisticated
actors. A breached organization may not discover the breach until it is too late.
It is not unusual for a new customer of ours to discover such breaches early in our pilot
implementation phase.
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Managed Detection and Response (MDR) - The Safe Way to Secure Your Infrastructure
There is a litany of tools and approaches for action-oriented approaches to securing your
business, but the elements of an outcome-oriented approach are simple. To detect attacks
early and thwart breaches before they happen, at a minimum, the following elements need
to be in place:
•
•
•
•

•
•

A recognition by executives in your organization of the grave threat posed by
cybersecurity breaches and the institutional will and budget to put up a defense.
Instrumentation of your organization's unique network segments and key host
systems to capture all activity.
Automated intelligent procedures to detect off-pattern and nefarious activity early.
A security operations center (SOC) staffed 24/7 by trained cybersecurity analysts
who can monitor unusual activity for possible breaches and employ other proactive
measures such as threat-hunting.
An incident response team and plan that can rapidly implement counter-measures
for any detected nefarious activity.
Continuous ongoing vigilance and training within the organization aimed at
preventing infiltration.

Gartner defines MDR as follows: The goal of MDR services is to rapidly identify and limit the
impact of security incidents to customers. These services are focused on remote 24/7 threat
monitoring, detection and targeted response activities. MDR providers may use a combination
of host and network-layer technologies, as well as advanced analytics, threat intelligence,
forensic data, and human expertise for investigation, threat hunting and response to detected
threats.
With limited budgets and a scarcity of talent, setting up all the elements needed for MDR can
be challenging for many organizations. However, what if you could get all the people,
processes, and technologies needed at a modest cost on an outsourced basis that could be
rapidly deployed into your organization?

Intuitus MDR - Affordable Military Grade Cybersecurity Deploys Quickly
Intuitus Managed Detection and Response (MDR) is a fully self-contained, automated
defense-grade cybersecurity solution monitored by human experts as an outsourced
service at a very affordable price to small-to-medium sized businesses and is equally
applicable to global enterprise entities.
Intuitus solution can also be categorized as SECaaS (Security-as-a-Service) or SOCaaS
(Security Operations Center-as-a-Service) depending up its deployment model. The core
technology has been in continuous development since 2007 by The Boeing Company and
our Intuitus technologists and has been protecting some of our Nation’s most vital assets for
more than a decade. Intuitus has developed highly sophisticated network forensic sensors
that feeds our global SOC based on this unified threat correlation technology. Intuitus’s
operations are conducted by a formidable team of cybercrime fighters, many of them
veterans, dedicated to making the world safer from cyberattacks, 24/7/365.
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Unlike competitors, Intuitus technology is fully self-sufficient to provide the service; the
customer needs no other vendor tools such as Security Event and Incident Management
(SEIM), Security Orchestration, Automation and Response (SOAR), Intrusion Detection
System (IDS), and other commonly used cybersecurity tools. Intuitus MDR is self-sufficient
because it has a comprehensive set of tools that was conceived from the very beginning to
work together, although it can also ingest information from tools that the customer is
currently using.
Intuitus cybersecurity defense analysts and consultants can also provide comprehensive
support to set up incident response plans and in all matters relating to cybersecurity
governance, risk, and compliance.

“For small-to-mid-sized businesses with limited budgets and a scarcity of talent, setting up
all the elements needed for MDR can be challenging.", says Dave Shaw, Intuitus CEO.
“Intuitus MDR is perfect for them because we provide a comprehensive service that can be
rapidly deployed at a low cost with minimal involvement of their staff. Whether they already
have in-house cybersecurity staff or not, we can still protect them effectively and
efficiently.”
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Intuitus MDR Deployment Model
Intuitus proprietary instrumentation comes in the form of two logical software components,
the forensic data collector and the security utility server that can be embedded in one or
more appliances in any combination depending on the unique customer needs.

The data collectors are very powerful machines with heavy-duty storage adapted to record
large volumes of network activity. The security servers help with reporting and analytics
and to consolidate information over a large number of networks.
Each data collector supports up to 3 network taps
© Copyright 2019-2020 by Intuitus Corp. All rights reserved.
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•
•
•
•

A large number of data collectors can be deployed across the globe.
Each security server can handle a large number of data collectors.
A backup server is optional but recommended.
“Onebox” combines sensor and server, for small networks.

Single Pane of Glass Across All Your Geographies
The Intuitus security appliance architecture allows for a hierarchical stacking of security
servers, enabling a single pane of glass across a wide variety of networks for the same
customer for a local, regional, statewide, national, or global view of the security posture.
For managed security service providers using the Intuitus platform, this kind of hierarchical
capability greatly simplifies their customer support services. For national, regional, state,
or local government entities deploying Intuitus appliances, it has never been easier to have
a real-time comprehensive view of the security posture, as illustrated in Figure 2 - Tiered
View of Security Posture.

FIGURE 2 - TIERED VIEW OF SECURITY POSTURE

Continuous Diagnostics and Automatic Mitigation – the New Frontier in Cybersecurity
Intuitus can eliminate a lot of costs and headaches while at the same time providing an
outcome-based approach (as opposed to procedure-based) to cybersecurity and cyberphysical systems security. At the end of the day, it does not matter whether your employees
were trained in cybersecurity or that you followed procedures - all it takes is one weak link
for hackers or insiders to exploit your network. With Intuitus, you will be alerted
immediately and cyber defense experts will help you respond effectively before any lasting
damage can be done. The Intuitus methodology is so thorough that if you wanted to
7
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prosecute the perpetrators or provide information to Law Enforcement, all of the forensic
evidence is preserved.
The U.S. Cybersecurity and Infrastructure Security Agency (CISA) operates the Continuous
Diagnostics and Monitoring (CDM) program. According to their website at
https://cisa.gov/cdm, the CDM approach is as follows. To start, agency-installed sensors are
deployed and perform an ongoing, automated search for known cyber flaws. Results from
the sensors feed into an agency dashboard that produces customized reports that alert
network managers of their most critical cyber risks. Prioritized alerts enable agencies to
efficiently allocate resources based on the severity of the risk. Progress reports track
results, which can be used to compare security postures among agency networks. Summary
information feeds into a federal enterprise-level dashboard to inform and provide situational
awareness into cybersecurity risk posture across the Federal Government.
CDM is an aging, but well-considered approach to cyber risk management. Given the
sprawl of federal agencies and offices that need to be supported, CDM allows for a nearreal-time approach to cybersecurity governance. Intuitus has worked towards a more realtime approach, while also complying with the guidelines of the CDM program. Our
technology is applicable to both public and private sectors and a variety of business
domains covering on-premise and cloud deployments.
Our latest innovation is an improvement on MDR and CDM, called CDAM (Continuous
Diagnostics and Automatic Mitigation), a Self-Healing Network as a Service (SHNaaS), which
automatically mitigates threats on a near-real-time basis while coordinating with our highlytrained cyber defense analysts. By implementing MDR with CDAM, an organization’s
security posture can be transformed to a proactive, active cyber defense stance very
quickly, in a matter of days or weeks depending on the complexity of the networks.

Automated Mitigation Example Scenario
Figure 3 - Continuous Diagnostics and Automatic Mitigation Illustration shows a simple
network to illustrate how Intuitus CDAM works. The following provides an explanation of
the major players involved, labeled with numbers in the illustration:
1. Intuitus Security Management Appliance (SMA) which includes instances of forensic
data controller, security utility server, and a firewall, along with necessary
integrations.
2. A Microsoft Active Directory Controller node and its backup node in a redundant
array configuration.
3. The Intuitus Security Operations Center.
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FIGURE 3 - CONTINUOUS DIAGNOSTICS AND AUTOMATIC MITIGATION ILLUSTRATION
The example scenario unfolds as follows:
1. A client hires a third-party technical firm to perform routine maintenance on an onprem server.
2. The third-party technical firm dispatches a technician to the client’s location to
perform the maintenance.
3. The technician arrives on site and connects removable media to the server to upload
the maintenance software.
a. Unknown to the technician, at a previous service call, her removable media
was infected with a zero-day ransomware payload.
4. The technician performs the required maintenance and leaves the data center.
a. The ransomware payload on the technician’s removable media discretely
uploaded itself to the server during the maintenance. It will begin encryption
at midnight of the day following the maintenance.
5. At midnight of the day following the maintenance, the zero-day ransomware payload
begins encryption on the server and simultaneously begins scanning the network for
other targets.
6. The Intuitus server protection agent recognizes the encryption and begins caching
each file and directory being encrypted by the ransomware payload. It
simultaneously notifies the Intuitus security management appliance of the encryption.
7. The Intuitus security management appliance correlates the encryption activity with
the network scanning activity it observed via network monitoring points and asses
the server to have a high probability of compromise.
© Copyright 2019-2020 by Intuitus Corp. All rights reserved.
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8. The Intuitus security management appliance instructs the server protection agent to
quarantine the payload and isolate the server from the network using the server’s
routing configurations and host firewall settings.
9. The Intuitus security management appliance informs other endpoints on the network
to refuse any traffic from the affected server until instructed otherwise.
10. The server protection agent isolates the affected server and only allows it to
communicate with the security management appliance. It also quarantines the
ransomware payload and begins recovering encrypted data from its cache.
11. Once recovered, the protection agent initiates a full system scan and notifies the
security management appliance when the server is verifiably clean and the threat
has been remediated.
12. The security management appliance initiates system scans on other network
endpoints to verify that they have not been compromised instructs the server
protection agent to restore network access for the previously affected server.
13. The server comes back online and resumes its normal functions with no data loss and
very minimal down time.
14. The SOC analysts have been monitoring the activity throughout the process and are
analyzing the data to determine the root cause, notify the customer of the breach,
activate the incident response plan, and report the sample for signature generation
and future detection.

For More Information
Stop wondering about your security and secure your peace of mind – contact us today at
www.intuituscyber.com or by email, sales@intuituscyber.com.

© Copyright 2019-2020 by Intuitus Corp. All rights reserved.

10

Do I really Need an Incident Response Plan?
By Zach Basford, Chief Operating Officer of Intuitus Corp.

The value of having an IRP
Having an Incident Response Plan (IRP) —and knowing how to use it— is an important part
of any cybersecurity program. A good IRP will give detailed instruction on what steps to
take in the event of a cyber incident. And, as we all know, it is important to be prepared
because it is not a matter of if but when a cyber incident will occur.
An IRP is well worth the cost. Compare the cost of an IRP with the average cyber incident
cost of $2,235,000 for a medium-size business and you will recognize
the financial value. Other consequences of a cyber incident can include loss of company
image and trust by customers. As well, in the case of the Emergency Services industry
sector, consequences could even mean the difference between life or death because an
emergency call was prevented from getting through to a 9-1-1 call center.

Characteristics of a Good IRP
A good IRP is tailored to a specific organization. The IRP will outline the steps of what to do,
when to do it, and who (by name or title) is responsible for doing the necessary step. On the
contrary, watch out for companies that offer IRPs that are generic in nature. These IRPs often
leave out important steps or define who is responsible, thus resulting in important actions
not getting completed. An additional characteristic of a good IRP is that it is simple and easy
to follow. When a cyber incident occurs, minutes matter. You do not want to be fumbling
through a huge plan searching for what step to do next.

Getting an IRP in Place
Of course, you can write your own IRP. Online resources like the National Institute of
Standards and Technology (NIST.gov) are helpful. However, the information is found online
is often cumbersome. It often contains a lot of information that informs about Incident
Response, but lacks the straight-forward steps—the “playbook”—needed to efficiently
navigate through a cyber incident.
The best option is to hire professionals to write an IRP for your organization. They know
what to do and will ensure the steps are clearly laid out so nothing important is
missed. Professional IRP writers will also tailor the IRP to your organization.

The Best IRP Includes Training and Prevention
In addition to having an easy-to-follow on-the-shelf IRP, every organization should train on it
and exercise mock Incident Response scenarios. Ideally, this training is conducted at least
annually or whenever there has been a significant change in key personnel that would have
a role in responding to a cyber incident. A tabletop exercise (TTX) is a good way to
“wargame” your plan for different types of cyber incidents.
Taking steps to prevent cyber incidents should be the first step in your overall
cybersecurity plan. Beyond cyber threat awareness training, organizations should conduct
a risk and vulnerability assessment on their network. Risk and vulnerability assessments
identify vulnerabilities which can allow professionals to fix them before cyber threats can
© Copyright 2019-2020 by Intuitus Corp. All rights reserved.
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get through. A good risk and vulnerability assessment will not only identify vulnerabilities
to the network/technology, but also vulnerabilities that could occur due to people or
processes.

The Intuitus Master IRAP Model
Intuitus regards incident response and incident action planning as a core value for business
and operational resilience. A cyber related breach will occur within virtually all business
environments…it is not a matter of if, just when. An Incident Response and Action Plan
(IRAP) is a mandatory function in the capture and immediate mitigation of a security
incident.
Swift, precise, response and recovery of a security (cyber) incident is critical to the business
and operational resilience of an enterprise. Intuitus Security Operations Center services
can rapidly alert a customer to a threat; the customer also needs an effective process to
receive and respond to alerts.
This model IRAP provides an initial framework for dealing with and managing security
incidents. It was developed from the most current regulations and guidelines across the
industry which include: NIST CSF, NIST 800-series, and US-CERT. The Intuitus IRAP model
requires integration, training and exercising to become effective. It has been tested in real
time and is highly effective. Our IRAP model is totally scalable for all sized businesses
regardless of its IT staffing and understanding of cybersecurity.

Intuitus IRAP Model
These process steps from the above model are interdependent and iterative to enable and
ensure the organization identifies, manages, and resolves security incidents effectively and
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efficiently. The inputs of the Incident Response Key Steps are: policy and compliance,
management, and internal and external stakeholders. Each section has roles and
responsibilities during a security incident as represented in the flow chart.
We realize that this model plan is extensive as may be applied to a medium to large
enterprise business operation. Therefore, our Intuitus consultants work extensively with our
customers to customize a scaled IRP to fit their business operations profile and associated
workforce should this mode be too heavy a lift for their organization.
The resulting entity IRP is subsequently classified as the proprietary property of that entity it
is adapted and scaled for. Due to the sensitive nature of the information contained herein
once customized, this Incident Response Action Plan is available only to those persons who
have been designated as who play a direct role in the incident response and recovery
processes.
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